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P1042 B.E. (.T)
INFORMATION SYSTEM SECURITY
(2003 Course) (414441)
Time : 3 Hours] ' [Max. Marks : 100
Instructions to the candidates:
1)  Answer any three questions from each section.
2)  Answer three questions from Section I and three questions from Section IL
3)  Attempt not more than six questions of which at least three questions must be
from each section.
4)  Answers to the two sections should be written in separate books.
35)  Neat diagrams must be drawn wherever necessary.
6)  Figures to the vight indicate full marks.
7) Use of logarithmic tables, slide rule, Mollier charts, electronic pocket calculator
and steam tables is allowed.
8)  Assume suitable data, if necessary.
SECTION -1
Q1) a) Classify each of the following as a violation of confidentiality, of
integrity, of availability or of some combination there of. [8]
i)  Amit copies Ajay’s homework.
ii) Ajay crashes Ajit’s system.
iii) Ajay changes the amount of Ashish’s check from Rs.100/- to Rs. 1000/-
iv) Ashish forges Amar’s signature on deed.
v)  Amarregisters the domain name “Addison wesley.com™ and refuses
to let the publishing house buy or use that domain name.
vi) Akar obtains Ajay’s credit card number and has the credit card
company cancel the card and replace it with another card bearing a
different account number.
vii) Akash spoofs Amar’s IP address to gain access to his machine.
b) Define : [4]
i)  Computer viruses
i) Computer worms
iii) Logic bombs
iv) Rabbits and Bacteria
c) Isitpossible to design and implement a system in which no assumptions

about trust are made? Why or why not? [4]
OR
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For each of the following statements, give an example of a situation in
which the statement is true. [6]
i) Prevention is better than detection and recovery. )

iiy  Detection is more important than prevention and recovery.

iti) Recovery is moré important than prevention and detection.
Describe the security life cycle. ‘ [4]
Describe the different types of computer viruses. [61

Discuss the role term availability in different security policy models.
What unstated assumptions about that service are they making. [6]
Describe Bell-Lapadwa Model in detail. ' [6]
A noted computer security expert has said that without integrity, no
system can provide confidentiality. Do you agree. Justify your answer.[4]

OR
Describe in detail any one security model with hybrid policies, meaning
a model which refers equally to confidentiality and integrity. [6}
Compare and contrast Clark-Wilson model and Biba model. (4]
List the different types of access control used in a security policy. [4]
Define the term ‘secure system’. [2]

Explain the term ‘Cryptography’. Give examples- of basic types of

transposition and substitution ciphers. [6]

List the different types of attacks to keep the enciphered information

secret. [6}

Describe PGP in brief. [61
OR

What is digital signature: Explain the steps to create a digital signature. [6]
Show that DES decryption is, in fact inverse of DES encryption.  [8]
What problem was kerberos designed to address. {41

SECTION -II

Define : Password. Draft a simple password policy for your college
users. [6]
Discuss SSL with respect to four phases. [10}
i)  Establish security capabilities.
ii)  Server authentication and key exchange.
iii)  Client authentication and key exchange.
iv)  Finish.

OR’
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a)  List the benefits of IP sec. What is the difference between transport and

tunnel mode. What parameter identify a security association. [10]
b) Discuss Storing and Revoking keys. [4]
c¢) Explain the role of ‘Biometrics’ in authentication. [2]
Write short notes on (any 2) : [16]
i)  Meaning of identity on web
i) ACLS
iii) Locks and key technique.
OR
Write short notes on (any 2) : [16]

1) Anonymity for better or worse
1) Cookies
iii) Capabilities and Implementation of capabilities.

a) Define penetration studies-and the goal of the same. Describe the

suggested layered model for a penetration study. [10]

b) Describe the components of ‘Auditing System’ compare and contrast.
State Based Auditing and Transition Based Auditing. [8]

OR

a)  List the characteristics of computer systems that are not under attack.[4]
b) List the goals of intrusion detection system. [4]
¢) Compare and contrast, A nomaly modeling and Misuse modeling of
IDS. [4]

d) Draw a neat diagram of architecture of an intrusion detection system.[6]
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