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P923 . B.E. (Computer)
NETWORKS AND INFORMATION SECURITY
(2003 Course) (410448)
Time : 3 Ilours] [Max. Marks : 100
Instructions to the candidates: . DE c nm

1)  Attempt three questions form Section I and Section I1.
2)  Figures to the right indicate full marks.

3) - Draw neat diagrams wherever necessary.

4)  Make suitable assumptions wherever necessary.

SECTION - I
Q1) a) Ekplain atleast three examples of Bioinformatics used in security. [6]
b) How DNS poisoning is carried out? Give suitable example. [8]
c¢) Whatis non-repudiation? [2]
_ . OR —
Q2) a) List and describe different types of security attacks with examples. [8]
b) Explain essential features of cryptographic algorithms. [8]
Q3) a) Describe man-in-the-middle attack with a suitable example. 8]
". b) Explain the DSS algorithm. ) -[8]
- OR
Q4) a)  List and describe different ways of message authentication. [8]
b) Explain the mechanism of revocation of certificates. [4}
¢) How a TGT and session key is acquired in Kerberos? [4]

Q5) a) Describe important steps in DES encryption and decryption prdcess with

neat block diagram. : (8]

b) Comment on security of triple DES. [4]

¢) How is key distribution implemented in public key cryptography and
private key cryptography [6)

OR

Q6) a) Discuss important steps in AES encryptlon algorlthm with neat block
diagram. [8]

b). Explain key expansion in IDEA. . 4]

¢) Comment on the security of DES and AES algorithms. [6]
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SECTION - 11

What is need of VPN? How it can be implemented? [8]
Explain twe types of phase-1 exchanges of IKE. [8]
’ OR
Describe two ways in which IPSec authentication service is used in AH.
‘ : 8]
List the applications of IPSec. . . [4]
Explain PPTP in brief. [4]
What is WEP? Comment on the perfbrmance of WEP. [4]
Discuss packet filtering routers. [8]
Explain what is DMZ, [4]
' OR

What are the various attacks that can be made on packet filtering routers?

(6]

Discuss different firewall configurations with neat diagrams. [8]
What are Honey pots? [2]
Describe business requirement for SET. [6]

Give the general format of PGP message. Also explain key rings in PGP,
' (8]

Explainbvarious web security threats in brief. [4]
) OR : '

Discuss the PGP trust model with neat diagram. [6]

Describe SSL handshake protocol. (8]

What is a clipper chip? How it is used in network security? [4]
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