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B.E.(LT.) o
INFORMA'TION SYSTEM SECURITY
v ' (2003 Cou_rs‘e) (4'144_41) ¥ - DEC 2007
Time : 3 Hours] . [Max. Marks : 100
Instructions to the cqndidates: ‘ L - DL\: Zu

1) Answerany three questions from eilclg section.
2)  Answers to the two sections should be written in separate books.
3)  Figures to the right indicate full marks.

4) Useof logarithmic tables, slide rule, Mollier charts, electronic pocket calculator
: am] steam tables is allowed. ’

. 5) . Assume suitable data, if necessary.
6)  Neat diagrams must be drawn wherever necessary.

SECTION - I

Qi ') a) List five types of malware. _ L [8]
b) Explain the following threats. ‘ . 18]

i)  Snooping
i) -Modification or Alteration
i) Masquerading
“iv) - Repudiation of origin
v) Denial of receipt "
“vi) Delay
vii) Denial of service
OR
Q2) a) Whatis the difference between: . [4]
i)  hacker and cracker. '
i) Passive and Active attacks.

b) Which resources in a network are considered the most trusted. 14]
c¢) - Define the following with example: ' - : (8]
) Confidentiality ’
i) Integrity -

‘i) Availability
iv) Threats
PTO.
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State the difference between security policy and secunty mechanism. |6]
Explain types of security policies.

Discuss the securlty models which understand availability. 4]
’ Compare and contrast clinical Informatlon system model and Clark Wilson
model ) [6]
; , OR - , |
Explaih the types of Access controls used in security models. - 16}

What is the role of trust in security policies, mechanisms and procédures.

- [4]
Compare and contrast Chmese wall model and Bell-Lapadula Model.[6]
Explain Avalanche effect. = : - 15]
What is man-in-the-middle attack. Explain with example. [6]

In a public key system using RSA, you intercept the. mpnertext c=10

sent to a user whose public key is € = 5, n = 35.

What is the plaintext M. _ _ [5]
. ' OR '

Find primitive roots of 19. . - ' [4]
What is nonce. What is trap door one-way function. [6]
Compare & contrast: confusion and Diffusion. [6]

ON - 11
List three approaches to secure user authentlcatlon in a distributed
environment. ’ . [6]
What is Message authentication code. What is the difference between
weak and strong collision resistance. ) [6]
Distinguish between transport and tunnel model of IPSec. (6]
. OR _ .

What protocols comprise SSL. What services are provnded by SSL
record protocol 6]
What entities constitute a full service kerberos environment. [6]

Comment on the differences between MD4 and MDS specifically to
what extent do you think that MDS5 is stronger than MD4 and why? [6]
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ACLs.
Cookies.

* Anonymity on web.

Biometric authentication.
OR

Q1 0) Write short notes on (any three): : [16]

a)
b)
- ©)

011) a)

b)

012) a)

b)

Identity on web.

Lock and key fechnique.

Naming and certificates.

Capabilities and Implementation of capabilities.

With respect to Intrusion Response explain: (8]
i) Incident prevention. '
i) Intrusion handling.

Discuss in detail penetration studies. . [8]
_ OR _

With a nesdt diagram explain the architecture of Intrusion detection system.
S ' T

Describe: ‘ C [8]

i)  Firewall,

i) Firewall characteristics.

ii) Types of firewall.

iv) What a firewall can’t do.
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