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INFORMATION SYSTEM SECURITY
(2003 Course) (414441)
Time : 3 Hours| [Max. Marks : 100
Instructions to the candidates:
1)  Answer any three questions from each section.
2)  Attempt not more than 6 questions of which at least 3 questions must be from
each Section.
3)  Answers to the two sections should be written in separate books.
4)  Neat diagrams must be drawn wherever necessary.
5)  Figures to the right indicate full marks.
6)  Use of logarithmic tables, slide rule, Mollier charts, electronic pocket calculator
and steam tables is allowed.
7)  Assume suitable data, if necessary.

SECTION - I

Q1) a) Show that the three security services confidentiality, integrity and
availability are sufficient to deal with the threats of disclosure, disruption,
deception and usurpation. [6]

b) Define computer worms, Rabbits and Bacteria, Logic bombs. Explain
the mechanisms of defence against malicious logic codes or programs.
(6]

c) Isitpossible to design and implement a system in which no assumptions

about trust are made? Why or why not? [6]
OR
02) a) Give an example of a situation in which a compromise of confidentiality
leads to a compromise in integrity. [6]
b) Define computer viruses. Explain different types of viruses. [6]
c) Justify the aphorism “security through obscurity”. [6]

Q3) a) Define security policies. Describe types of security policies. List the

types of Access control used in the policies. [8]
b) Explain in detail Biba Integrity model. (81

OR
(4) a) Explain in detail Clark-Wilson Integrity model. [8]
b) Compare and contrast originator controlled Access control versus Role
based Access control. [8]

Pt 0





[image: image2.png]05) a) What is meant by cryptanalysis. Explain the types of attacks on encrypted
messages known to cryptanalyst. [6]
b) Ifa bit error occurs in the transmission of a ciphertext character in 8-bit
CFB mode, how far does the error propagate. [5]
¢) - List ways in which secret keys can be distributed to communicating
parties. ) [5]
OR
06) a) Compare and contrast. Digital signature and Digital certificates.  [6]
b) Explain Diffie-Hellman key exchange. [5]
¢) Define Nonce, trap door one way function, man-in-the-middle attack.[5]
SECTION - II
Q7) a) Mention the benefits of IPsec with reference to IPsec explain the
following terms.
Security Associations, Oakley key determination, ISAKMP. [8]
b) Classify the following proposed passwords as good choices or poor
* choices and justify your reasoning.
1) Mary ii) go 2 work iii) cat & dog 1v) 3.1515 pi. [4]
¢) Explain the role of biometrics in authentication. [6]
OR
08) a) Consider the following threats to web security and describe how each is
countered by a particular feature of SSL. 19]
i) Brute-Force Cryptanalytic Attack.
ii) Known-Plaintext Dictionary Attack.
i) Replay Attack.
iv) Man-in-the-middle attack.
v) IP spoofing.
vi) IP Hijacking.
vii) SYN Flooding.
b) Discuss storing and Revoking keys. [9]
09) a) With respect to identify on web explain the following terms. Identify,
users, groups and roles, CA authentication policy, CA issuance policy.[8]
b) Write a note on Anunymity on the web. (8]
OR
Q10) a) Explain the concept of host identify with respect to identify on web.[5]
b) Write a note on cookies. [6]
c) Explain lock and key technique. j [5]
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List Firewall design principles. What are the different types of Firewall
and describe their working. [8].
Compare and contrast

statistical anomaly detection Vs Rule based detection. [8]

OR

Explain the term Vulnerability. Explain Vulnerability Classification.[6]
Write the goals of penetration studies. [6]
Explain Intrusion dection system. [4]
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B.E.(LT) 31 May 2007
ADVANCED DATABASE MANAGEMENT
(2003 Course)
Time : 3 Hours] [Max. Marks : 100
Instructions to the candidates :
1)  Answers to the two sections should be written in separate answer books.
2)  Neat diagrams must be drawn wherever necessary.
3) Assume suitable data, if necessary.
4) Section I: Q1 or 02, Q3 or 04, 05 or Q6.
5)  Section II: Q7 or 08, Q9 or Q10, Q11 or Q12.
SECTION - 1
Q1) a) Whatis skew? How to handle skew in Range Partitioning technique?[6]
b) Compare Interquery parallelism Vs. Intraquery Parallelism. [6]
c) Write a short note on “Parallel sort”. [5]
OR
02) a) Describe any three parallel database architectures. [12]
b) Explain the terms speed up, scale up w.r.t. parallel system. . [5]
03) a) Explain Bully Algorithm in distributed databases. . [5]
b) State different types of failures in distributed systems and explain failure
handling in distributed database using 2Phase Commit protocol and
3Phase Commit protocol. [12]
OR
Q4) a) Explain Data transparency w.r.t. distributed databases. [3]
b) Write short note on LDAP. [6]
c) In distributed database, each transaction is submitted to a single node
which assumes the role of coordinator, responsible for managing and
committing the transaction. Describe how each of the following
approaches to concurrency control is implemented for distributed objects:
1) locking
1i) timestamp ordering
i) optimistic concurrency control [8]
@5) a) Explain web architecture in details. [8]
b) Describe XML query algebra operation. Describe the use of XQuery for
Path Expression and FLWR expression in web-DBMS. [8]
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OR

Compare 2-tier, 3-tier and n-tier architectures. 16]
Write short notes on: [10]
i) XMLDTD
i) SOAP

SECTION - 11

Explain Kimball database design methodology for data warehouse. [10]
Compare OLTP vs. OLAP with respective to type of users, function,
DB design, data, usage, access, unit of work, records accessed, nos. of

users, DB size, Metric. [7]
OR

A dimension table is wide but a fact table is deep. Justify. [3]

Explain the techniques to refresh data in the data warehouse. [4]

Write short notes on: [10]

i)  Multidimensional Data Model.
i) Bitmap Indexes.

.Explain Data Mining issues with the help of Mining Methodology and

user interaction, performance and scalability, diversity of data types, and

application & social impacts. [9]
Explains CLS and ID3 algorithms for constructing decision tree with
suitable example. Also generate rules for the given example. [8]
OR
What do you mean by Text Mining. [3]
Explains 2D and 3D Association rules. [6]
Write K-means algorithm in details and apply this algorithm on the following
items to cluster: {2, 4, 10, 12, 3, 20, 30, 11, 25}. Assume k = 2. (8]
Describe distinct ways a user can find information on the web. [8]
Describe inverted index techniques for document indexing. [8]
: OR :
Define Information Retrieval System. Describe how it is differ from
database system. [6]
Write short notes on: [10]

1) ~ TE-IDF method of ranking
i) Web Crawler
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SOFTWARE TESTING & QUALITY ASSURANCE (2003 Course)
Time : 3 Hours| E [Max. Marks : 100

Instructions to the candidates :
1)  Answers to the two sections should be written in separate books.
2)  Figures to the right indicate full marks. =
3) Allquestions are compulsory.'

SECTION - 1
Q1) a) Explain the differences between errors, faults and failures. - [8]
b): What type of skill do you believe should be required of a person being
hired as a test specialist? 8]
OR

a) Describe the circumstances under which you would apply white box

and black box testing techniques. : [8]

b) Differentiate software validation and software verification. [8]

02) a) What is control flow graph? How is it used in white box test design. [8]

b) Explain unit test planning in details. [8]
OR

a) Why is mutation testing called fault based test approach? Explain with

example. 7 (8]

b) Describe the software defect life cycle. [8]

03) a) - Explain with example the GQM method for identifying software measures.

(8]

b) Explain different types of measurement scales withhexamples. [8]
OR

a) What is customer problem metric? What are approaches to achieve low

PUM? [8]

b) Explain the importance of the metric - percentage delinquent fixes in

context with software maintenance. [8]
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b) What are the resources required for Usability testing? Explain some metrics
to measure software usability. [8]
° OR
a)  Explain with an example the cause effect diagram to analyze a software
defect. [8]
b) What does SQA ensure? What are the goals of SQA activity? [8]
Q5) a) “Better software quality can be assured by using quality standards”.
Discuss. 18]
b) Explain the role of effective software coﬁﬁguration management in
software quality. (8]
OR
a) Differentiate between CMM and CMMI quality models. {8}
b) Explain the KPA’s of CMM Level 4. [8]
Q6) Write short notes on ANY THREE: [18]
~a) Difference between OO and conventional testing. '
b) Difference between web application testing and client/server testing.
¢) Importance of code review in software security testing.
d) Use of state machines in OO testing.

SECTION - II

Explain how will you apply different reliability models for software quality

HH K
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P1335 pE. (Computer & Information Technology)
OBJECT ORIENTED MODELING AND DESIGN
(2003 Course) (410443) (Common Paper)
Time : 3 Hours] [Max. Marks : 100
Instructions to the candidates: )

1)  Answer (Q1 or Q2) and (Q3 or Q4) and (Q5 or Q6) from Section L.

2)  Answer (Q7 or 08) and (Q9 or Q10) and (Q11 or Q12) from Section II.

3)  Answers to the two sections must be written in separate books.

4)  Figures to the right indicate full marks.

5)  This is a paper with design based questions. Scope of the system you have been
asked to design may not be specified completely. You are encouraged in such
questions to make suitable assumptions about the system scope and its functioning.
It is important that these assumptions be stated clearly.

6)  Draw neat diagrams wherever necessary.

SECTION - I

Q1) a) What is CORBA. How does it help develop distributed systems?  [4]
b) What are CORBA skeletons. (4]
¢) What is OMG. (organization) [4]
d) Compare database entities and objects. [4]

OR
Q2) a) Just draw a neat labeled diagram for 4 + 1 View Architecture. [4]
b) What is the construction phase of a Rational Unified Process. [4]
¢) What is XML and how is it useful in XMI. [4]
d) How is UML, programming language independent. [4]
03) a) Compare UML 1.0 and UML 2.0 support for showing collaboration/
interactions between classes. [4]
b) Identify one include and one extends use case for an ‘automated online
C ++ test” application. [6]
¢) Why does one need interaction overview diagrams, explain with your
own simple example of such a diagram for any system. [6]

OR
04) a) Explain what do you understand by 4 layer architecture (user object,
model, Meta model, meta meta model). [6]

b) Draw a small class diagram fragment with two classes STUDENT and
COURSE with relation Student enrolls for Courses. Now write any two
OCL statements on above diagram showing use of context, For, logical
AND etc (OCL concepts) and explain in plain English what kind of
constraint do the OCL statements imply. [6]
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What are profiles in UML, give a small example. (4]

Write short notes on Subsystems and Subsystem Interfaces. [6]
Consider a hypothetical College Admission system, the system allows
students to apply for admission, supports the short listing process and
enrollment to courses and collecting fees for admission. From above
system identify any one component, the interfaces it supports and give
a UML representation of the same with details of the Services the
component/Interface offers. Make suitable assumptions about the system.

(8]

What is a stereotype ‘manifest’ in UML deployment diagram. [4]
OR

Explain the Package diagrams in UML 2, the Need, Application, Notation

and concepts. (8]

What do you understand by
1) Instance level deployment diagram.
i1) Software Architecture. [10]

SECTION - 11

Draw a class diagram for a hypothetical system for college Canteen.
Make suitable assumptions about the scope and functioning of the system

and how the canteen runs. [12]
What is a qualified association, what is its UML representation.  [4]
OR

Explain with suitable examples for the following concepts from class
diagram.

1) Forward engineering  ii) Controller Class. [8]
For Composite Structure diagram in brief explain giving examples.

1) Port ii) Connector. [8]

Draw an activity diagram to explain the way one would write a letter
and print it using standard word processing software like MS WORD.
Show activities which are optional, which can be done alternatively etc.
When one writes a letter (for example one may or may not spell check)[8]
Give UML notation and explain in brief concepts.

1) Shallow history state. 1) Events in timing diagrams. [8]
OR

Compare and contrast State machines and protocol state m/cs. [8]

Explain concept and give example (Hint : from activity diagrams) for

1) Action Pins ii) Parameter Nodes. [8]
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Draw a Communication diagram for ‘Schedule a Seminar’ in a
hypothetical college system for TE seminar management. Make suitable

assumptions about the scope, possible classes in your system. [8]
Compare use of ALT and OPTION frames in UML sequence diagrams,
Illustrate with suitable examples. [8]
Define term Actor. [2]
OR
Write short notes on Interaction diagrams. [6]
Compare asynchronous and synchronous messages. [6]
Write short notes on relation between sequence diagrams and use case
diagrams. (6]
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[3164]-655  _ 7 jun 200
P1394 B.E. (IT)
" MOBILE COMPUTING
(2003 Course) (414445) (Elective -I)
Time : 3 Hours] [Max. Marks : 100
Instructions to the candidates:
1)  Answers to the two sections should be written in separate books.
2)  Neat diagrams must be drawn wherever necéssaty.
3)  Assume suitable data, if necessary.

SECTION - I
Q1) a) Explain various generations in the context of mobile communications.[8]
b) What are the characteristics of mobile computing environment. [8]
OR
Q2) a) Explain various multiple access mechanisms along with their
applications? [8]
b) Explain various design considerations for mobile computing? [8]

03) a) Explain bluetooth protocol stack and bluetooth security details.  [8]
b) What is mobile IP? How and where do we use it. Explain with an

example. [8]

OR
04) a) Describe various GSM entities in detail. [8]
b) Explain the features and value added services used in SMS? [8]
0Q5) a) Explain some applications and some limitations of GPRS? 9]
b) Explain the WAE logical model. [9]

OR
Q6) a) What is MMS, explain it’s architecture. [9]
" b) Explain the IS-95 architecture model. [9]

SECTION - 11
Q7) a) What is WLAN. Explain various useful applications of WLAN.  [8]
b) Explain generalised 802.11 architecture. : [8]
OR i

Q8) a) Write a detailed note on mobile Ad-hoc networks and sensor networks. [8]
b) Explain various interfaces and standards used in intelligent Networks.[8]

PTO.





[image: image12.png]09) a) Explain the kernel and memory features used in palm OS.

b) Explain various components of a typical symbian application.

OR

Q10) a) Explain the security issue used in symbian OS?
b) Explain the three-prong approach used in Java?

QI11) a) Explain various flavors of windows CE.
b) Explain the general multifactor security.
¢) Compare H.323 and SIP.
OR
Q12) a) What are the different components of information security.
b) Describe voice over IP applications. What is SIP-CGI?
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