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Instructions for the students

1. Any THREE questions have to be attempted from Q1 to Q6

2. Q7 and Q8 are compulsory

3. Each question carry 10 marks

QL.

a. Write a SN on Trusted virtual machine monitor [4 Mks]

b. Write a short note on Models for Controlling Access {4 Mks]

¢.. What is the meanng of CLA abbreviation. [2 Mks)

Q2.

a. Write a short note on CIA wiad. [4 Mks]

b. Explain Computer Sccurity Incident Response Team. [4 Mks]

c. Explain

Q3.
a. Explain
b. Explain

Q4.
a. Explain
b. Explain

Information Privacy and Privacy Laws [2 Mks]

Health Insurance Portability and Accountability Act (HIPAA) [5 Mks]
Federal Information Sccurity Management Act (FISMA) [SMks]

Threats to Infrastructure, Data, and Access Control  [S Mks)

Common Threats and Vulnerabilities to Cloud Computing  [5 Mks]
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Qs.
a. Explin Security policy hierarchy in detail. [4 Mks]
b. Explin Virtualization Sccurity Management [ 4 Mks]
¢. Explain VM Threat Levels [2 Mks]

Qe.
a. Explin varicty of factors that affect the implementation and pertormance of cloud
security architecture [4 Mks]
b. Write a short notc on Security Awareness, Training, and Education [3 MKks]

c. Explain Models for Controlling Access [3 Mks]

Q7.
a. Explain Secwre Execution Environments and Communications  [5 Mks]
b. Write a short note on Microarchitectures. [3 Mks]

¢. What is Single Sign-On (SSO) [2 Mks]
Q8.
a Write a short note on ldentity Management and Access Control [3 Mks]

b. What is Autonomic computing? Explain Autonomic Securiy' [ MKks]

hkkxx All The Best % % Kok
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