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Instructions to candidates:
1) Ansrver Q.l OR e.2 and e.3 OR e.4.2) Figures to the right carry marks.

Q.1) a) Draw and explain logical design of IoT.

Figure [2 Marks], Explanation [4 marks]

Answer: Logical design of arr IoT system refers to an abstract rgpresentation of the entities and
processes without going into the low-level specifics of the implementation.

An IoT system comprises a number of functional blocks that provicle the systern the
capabilities for ide,tifi cation, sensing, actuatio,, communication ancl management.

t Device: Devices such as sensing, actuation, monitoring and contror functions.
. Communication: IoT protocols

' Services like device monitoring, device control services, data publisliing services and
device discovery

o Management: Functions to govenl the system

r Security: Functions as authentication, authorization, rnessage ancl content integrity,
atrd data security
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a Applications: IoT applications provide an interface that the users can use to control

and monitor various aspects of the IoT system. Applications also allow users to view

the system status and the processed data.

Cloud
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b) Design deploynent Level two IoT System for Smart Irigation System and explail it. t6l
Figure [2 Marks], Description [4 Marks]

Answcr: A level-2 [oT system has a single node that performs sensing and/or actuation and local
artalysis. Data is storcd in the cloud and the application is usually cloucl-based:

Loci:l
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Level-2 IoT systems are suitable for solutions where the data involved is big; however, the
prirnary analysis requirement is not computationally intensive and can be done locally.

Systern consists of a single node that monitors the soil moisture ievel and controls the
irrigation system

' Device used i'this system collects moisture data from sensors.

' controller service continuously monitors the rnoisture levers.

' If moisture lever drops below a trireshord, irrigation system turns on.
. Actuators Iike solenoid valves can be used.

' The controller arso sends the moisture datato cornputing cloud
' A cloud based application is used for visualizing the moisture levels over a period

of time, wliich can help in rnaking decisions about imigation schedules.

c) Define REST-based communication ApI, rist down its constraints.
Definition [2 Marks], Constraints [2 Marks]

Answer: Representational State Transfer (REST) - set of architectural principles to desig, web
services and lveb APIs that focus on system's resources and how resources are addressed and
transferred' REST APIs follow the request- response communication rnodel. REST

l4l
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architectural constraints apply to the components, connectors and data elements within a

distributed hypermedia systern. Tlte REST Architectural constraints are as follows:

1,. CIient-Server

2. Stateless

3. Cache-able

4. Layered System

5" Uniform Interface

6. Code on demand

OR

Q2. a) List lour Communication models of IOT and explain any two of thern.

List [2 Marks], each of two model with figure and explanation [2 Marks]

Answer: Four Communication rnodels:

t6l

1. Request-Response
2. Publish-Subscribe
3. Push-Pull
4. Exclusive Pair
Request-Response
r Client-Servercommunication
. When server receives request, it decides how to respond, fetches data, retrieves resource

representations, prepares the response and sends to the client
o Stateless communication model (each request-response is independent of others)

i1?firc:I

Publish-Subscribe
. Cornmunication rnodel that involves publishers, brokers and consumers
. Publisirers- source of data
. Publishers send data to topics which are managed by broker (publishers not aware of

consumers)
. Consumers subscribe to topics which are managed by broker.
' When broker receives data for a topic fi'om the publisher, it sends the datq to all the

subscribed consulners

tuNltj.r:1

Push-Pull
. Data producers push data to queue and consumers pull data frorn queue
. Producers not alvare ofconsumers
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Queues also act as buffer which helps in situations when there is misrnatch between rate at
which producers pusli and consumers pull.

Quercs
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llxclusivc I'air
. Bi-directional , full duplex cotllllllntication moclel. Persistent connection between client and server
' Connection remains open until client sends request to close the connection
' clie*t-server ca, cor,r,unicate once connection setup is done.
' Statc{irl cotntrtulticzrtion model and server is aware of all open comections.

b) l.)csign deployme,t level one IoT System for Home Automation.

Ii'ig,Lrrc [2 Marks], Explanation [4 Marks]

A ttslvcr:

t6l

loT Level-1^
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Ll IoT system has a single node/device that performs sensing and/or actuation, stores data
ancl hosts tlie application.

suitable for rnodelling low cost and low complexity solution where data involved is not big
and analysis requirements are cornputationally inexpensive.

4

It.spoilic r(,roptirU thc req!est

tO.:irrty:! J.o[1 {licot to 5!ryrr

rM^iiiit. li oNl goNe. r* Cijri^r

{kfl r)irctiDr: .l{):i. r((tr1,:rit

i
,

I

I



l{ome Autornation System:

. System with single node that allows controlling the lights and appliances in a home rernotely

. Device used interfaces with liglrts and appliances using electronic relay switches

. The status information of each light or appliance is maintained in a local database

. REST services deployed locally allow retrieving and updating state of each light and triggers

the relay switches accordingly.

. Application deployed locally has an user interface for controlling the lights or appliances

. With internet connectivity application can be accessed rernotely as r.vell.

c) Explain IoT enabling technologies Cloud Computing, Data Analytics. L4l
Iinabling technology Explarration f2 Marks each]

Arrsrvcr:
1. Cloud Computing:

Deliver applications and services over internet.
Provides computing, networking and storage resources on dernand.
Cloud computing perfonns services such as Iaas, Paas and Saas

o Iaas: Rent Infrastructure
. Paas: supply an on-demand environment for developing, testing, delivering and

managing software applications
. Saas: method for delivering software applications over the Internet, on demand and

typically on a subscription basis.

2. Data analytics :

Collection of data whose volume, velocity or variety is too large and difficult to store,
manage,

process and analyze the data using traditional databases.
. It involves data cleansing, processing and visualization
. Lots of data is being collected and warehoused
. Web data, e-commerce
. Purchases at department/ grocery stores
. Bank/Credit Card transactions
. Social Network
Variety includes different types of data:
Structured, Unstructured, Serni Structured, All of above

Velocity Refers to speed at which data is processed
Batch, Real-tirne, Streams

Volume refers to the amount of data
Terabyte, Records, Transactions, Files,Tables

Q. 3) a) Explain MQTT and four messaging modes of CoAP protocolwitli appropriate figure. t6l

MQTT [2 Mark] CoAP Modes [1 Mark each]

Answer: MQTT aims at connecting embedded devices and networks r,vitl-r applications ancl

middleware.

The connection operation uses a routing mechanism (one-to-one, one-to-many, many-to-many)
and enables MQTT as an optimal connection protocol for the IoT and M2M.

. MQTT utilizes the publish/subscribe pattern to provide transition flexibility and simplicity of
irnplernentation as depicted in Fig. Also, tvIQTT is sLritable for resource constrained dbvices that
use unreliable or low bandwidth links.
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h) Explairr IPv(r protocol along with its header

Irigulc [2 Mlrks], Explanation [2 Marks]

MQTT is built on top of the TCP protocol. It delivers messages throLrgh three levels of QoS. The
specifications provide three elements: connection semantics, routing, and endpoint.

Broker

Publlshors

Constraincd Application protocol (CoAp)
This protocol works in an application layer protocol for IoT applications. The CoAp defines a
web transfer protocol based on Representational State Transfer (REST) on top of HTTp
[unctiorralities.
'l'he ltlLrr lncssaging rtrodes of CoAp are as follows:

Subscrlbers

CON [oxbc9O]

c. Piggy backed
responses

coN

ACK [ox23bb]

d. Separale message

Server ServerClient Client Server

L4)

Answer: lPv6 (lntemet Protocol version 6) is a set of specifications from the Internet Engineering
Task Iorce (IETF) tlmt is e.ssentially an upgrade of IP vlrsion 4 (Ipv4), a category of addresses in
IPv4-based roLrting' The basics of IPv6 are iirnilarto those of IPv4 devices can use Ipv6 as source andtlcstitlrtiorr aclclresses to pass packets over a network, and tools like ping work for network testi,g as
tlrcy rlo irr II)v4, r,vith some slight variations.
ll'v6 Ilc:atlcr is as follows:

ACK[ox7d34]

ACK [oxbc90]

CON [oxbc91]

ACK [oxbc91]

ACK 1
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Vcrsion (4-bits) : Indicates version of Internet Protocol which contains bit sequence 0110.

Traffic Class (8-bits): The Traffic Class field indicates class or priority of IPv6 packet which is
similar toService Fieldin IPv4 packet. It helps routers to handle the traffic based on priority of the
packet.
Florv Labcl (2O-bits): Flow Label field is used by source to label the packets belonging to the same

flow in order to request special liandling by intennediate IPv6 routers, such as non-default quality of
service or real tirne service. Lr order to distinguish the flow, intermediate router call Ltse source

address, destination dddress and flow label of the packets. Between a source and destination multiple
flows may exist because many processes might be running at the same time. Routers or Host that do

not supporl the functionality of flow label field and for default router handling, flow label .field is set

to 0. While setting up the florv label, source is also supposed to specify the lifetime of flor,v.

Payload Length (L6-bits): It is a 16-bit (unsigned integer) field, indicates total size of the payload
which tells routers about amount of infonnation a particular packet contains in its payload. Payload
l,cngth ficld includes extension headers (if any) and upper layer packet. In case length of payload is

.- grcatcr than 65,535 bytes (payload up to 65,535 bytes can be indicated with 16-bits), then the payload
length field will be set to 0 ar.rd jurnbo payload option is used in the Hop-by-Hop options extension
header.
Next Ileader (8-bits): Next Header indicates type of extension header(if present) immediately
following the IPv6 header. Whereas In some cases it indicates the protocols contained within upper-
layer packet, such as TCP, UDP.
Hop Limit (8-bits): Hop Lirnit field is same as TTL in IPr,4 packets. It indicates the maximum
number of intermediate nodes IPv6 packet is allowed to travel. Its value gets decremented by one, by
each node that forwards the packet and packet is discarded if value decrements to 0. This is used to
discard the packets that are stuck in infinite loop because of some routing error.
Source Address (128-bits): Source Address is i28-bit IPv6 address of the original source of the
packet.

Destination Address (128-bits): Destination Address field indicates the IPv6 address of, the final
destination (in most cases). All the interrnediate nodes can use this infonnation in order to correctly
route the packet.
Extension Headers: In order to rectiff the lirnitations of IPv4 Option Field, Extension Headers are

introduced in IPversion 6. The extension header mechanism is very impoftant part of the IPv6
architecture. Next Header field of IPv6 fixed header points to the first Extension Header and this first
extension header points to the second extension header and so on.

c) Explain Wi-Fi and elements of Wi-Fi

Wi-Fi [2 Marks], Elements of Wi-Fi [2 Marks]

14)

Answer: Wi-Fi is a popular wireless networking technology. Wi-Fi stands for "lvireless fidelity". The
Wi-Fi was invented by NCR corporation/AT&T in Netherlands in 1991. By using this technology we
can exchange the information betweeu two or hrore devices. Wi-Fi has been developed for rnobile
computing devices, such has laptops, but it is now extensively using for rnobile applications and
corlsumer electronics like televisions, DVD players and digital catneras. There should be two
possibilities in communicating with the Wi-Fi connection that rnay be through access point to the
client connection or client to client connection. Wi-Fi is a one type of wireless technology. It is
commonly called as wireless LAN (local area network). Wi-Fi allows local area networhs to operate
without cable and wiring. It is rnaking popular choice for home and business networks. A cornputer's
rvireless adaptor transfers the data into a radio signal and transfers the data into antenna for users.

Elements of Wi-Fi:
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Access Point (AP) - The AP is a wireless LAN transceiver or "base station,, that can coilrect ore or
nrany wireless cloviccs sinrultarreously to the Intemet.
wi-ri cards- 'l'hey accept the wireless sig,al and relay i,formation. They can be inte,ral ancl
c.rte rnal.

s*l'egrrartls- l"ircwalls a,d anti-virus software protect networks from uninvited users a,d keep
in lirnrratiorr sccurc.

it) I)r'aw itrrcl cxpl;rirr tlrr: Bluctorltlr protocol stack.
Itigurc [2 Marlisl, lixplanatiolr f+ fvfurL.i

Ansrvcr:

l'hysic:rl lrrycr /physical radios

;H;ff,',;ll;.,Xr*' usecl for connecting ttre device wirelessly

,f,l]: 
r1I". rnanages physical clrannels and links.rrxanores packets, paging and inquiry.

uther services includc.
o Error correction
r l)ata whitening
o llop sclection
. IJlLretooth security

I'2{:41' l:ryer (Trre Logicar I.ink contror antl Aclaptation protocor)It is usccl ro rnurriprex *luttipt. r"il;;;;;ecrions between two devices.
'1,';il,"Jl,[:ortrtectionroriented ira ."rr.iriorr.., autu ;;;#;. upper rayer protocors

Protocol multiplexing capability
Scgrnentation and reassembly operation
Croup abstractions

t6l
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LLC: It consist of protocols which supports link layer functionalities.
Radio Frequency Communications (RFCOMM).

o It is a cable replacement protocol used for generating a virtual serial data stream.

r RFCOMM provides for binary data transport.

o RFCOMM provides a simple reliable data stream to the user, similar to TCP.

. Supports up to 60 simultaneous collnections between two BT devices.

Telephony: lt consist of protocols which supporls traditional telephony.
Service Discovery:

. It consist of protocols which supports service discovery.

. Enables applications to discover available services and their features.

o Can function over a reliable packet transfer protocol.

. Uses a request/response model.

r\;lplirltion luycr
It oonsist of protocols wliich are used to in different applications such as Home automation,
Srnartphones, Toys etc.

Q2.)Draw and explain ZigBee systern structure
Figure [2 Marks], Explanation [2 Marks]

14)

Ansrver: Zigbee system structure consists of three different types of devices such as Zigbee
coordinator, Router and End device.

rlr..sd a^1r.^{,.-,

l"i.iii gigijr:] *rli il1p.:rlj{})
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ffi Zrgaee Sc.:rdt*uIo,' {JC}1w

ffi a$,sm ri#rt.j{ i"i$1 ),ffi

-ffi1 fi6aee rr:d De'ilce r;ED!

ZigB ee Coo rd inato r (ZC)
The Coordinator fonns the root of the ZigBee network tree and rnight act as a bridge between
networks. There is a single ZigBee Coordinator in each network, *t ict originally initiates the
network. It stores information about the network under it and outside it. It acts as a Trust Center &
repository for security keys.
ZigBee Router (ZR):
Capable of running applications, as well as relaying information between nodes connected to it.
ZigBee End Device (ZED)z
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l
It contains just enough functionality to talk to the parent node, and it cannot relay data fi.om otherdevices' This allows the node,to be asleep a sig,ificant un ourfof the time thereby enhancing batterylife.Memory requirements ancr cost of ZEbs are quite low, as comparecr to zR or zc.

c) Cornpare MeTT and FITTp protocol
4 conrparisons Il Mark eachj

Ansrvcr:

141

MQ'I'T HTTP

l\4cssirgc (-)rrc rrc' l'c lcrr rctry,l,r:r ns;tclrl I-lypcr Text Transfbr protocol

it uses publish subscribe rnoclel. It uses Reqrrest -Response rnoclel

It is sirnple. It Is conrplex.

II plovitlcs irsynclrronous contnrunication It provides asynchronous comrnunication

ll provirlcs cltrality of.service It do not provide quality of service

I\4(J'l"l' is cllta centric HTTP is document-centric

MQ'l "l' has short specifi cation HTTP specifications are much longer

It lurrs over TCp It runs over TCp ancl UDp

Mcssage I'ornrat is binary with 2Byte header

\-
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Message format is ASCII


